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To obtain a user certificate from an IAS server

* Tap Web Enrollment to obtain a user certificate over the network from
an IAS Server. Tap ok to return to the Security page.

Web Enroliment

Import Root Certificate

| s
Irnport Rook Cerk

Import User Certificate
Certificate Path {.cer)

<L
Key Path {.pvk)

| Er

Irnpork User Cerk

Using LEAP (Cisco Lightweight EAP)
LEAP is the Cisco Lightweight version of EAP.

Use “LEAP” to configure the use of LEAP as an authentication protocol,
select “Open,” “WPA,” “WPA2,” or “Network EAP” as an association
mode, or assign “Network EAP”

To configure using LEAP
1 Set 8021x Security as “LEAP” then choose one of the following:
* Set Association to “Open.”
* Set Association to “WPA.”
* Set Association to “WPA2” and Encryption to “TKIP” or “AES.”

* Set Association to “Network EAP” and Encryption to either
“WEP” or “CKIP” (default configuration)

2 Enter your unique Username to use this protocol.
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3 Select Prompt for password to have the user enter this password each
time to access the protocol, or leave Use following password as selected
and enter your unique password to use the protocol without entering a
password each time you use your CK61.

Using EAP-FAST

The EAP-FAST protocol is a client-server security architecture that
encrypts EAP transactions with a TLS tunnel. While similar to PEAD, it
differs significantly as EAP-FAST tunnel establishment is based on strong
secrets unique to users. These secrets are called Protected Access Credentials
(PACs), which CiscoSecure ACS generates using a master key known only
to CiscoSecure ACS. Because handshakes based upon shared secrets are
intrinsically faster than handshakes based upon PKI, EAP-FAST is the
significantly faster of the two solutions that provide encrypted EAP
transactions. No certificate management is required to implement EAP-

FAST.

Use “EAP-FAST” to configure EAP-FAST as an authentication protocol,
select “Open,” “WPA,” or “Network EAP” as an association mode.

=

8021 Securit

|EAP-FAST -

Association Encryplion
|Open v| |WEP -

Username: ANornymous

Passwiord ————
O Prompt for password

() Use following password:
Additional Settings
QK

Cancel

To configure using EAP-FAST
1 Set 8021x Security as “EAP-FAST,” then choose one of the following:

* Set Association to “Open.”
¢ Set Association to “WPA.”
¢ Set Association to “WPA2.”

* Set Association to “Network EAP” and Encryption to either
C‘WEP’) Or ‘CCKII).,’

2 Enter your unique Username to use this protocol.

3 Select Prompt for password to have the user enter this password each
time to access the protocol, or leave Use following password as selected
and enter your unique password to use the protocol without entering a
password each time you use your CK61.
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4 Tap Additional Settings to set options for PAC management and assign
an anonymous EAP-FAST name.

To configure additional EAP-FAST settings

1 Tap PAC Manager to view the PAC files currently installed on your
CKG61. Tap ok to return to the Additional Settings screen.

2 If you already have a PAC on your CK61, clear (uncheck) Allow
Automatic PAC provisioning to avoid receiving more PACs from the
server.

3 If Allow Automatic PAC provisioning is checked, you can check:

* Prompt before acquiring a new PAC for notification of any
incoming PACs.

* Prompt before replacing a PAC for notification whether to replace
a current PAC with an incoming PAC.

4 Enter the Anonymous EAP-FAST Name as assigned for public usage.

This outer identity protects your login name or identity.

5 Click ok to return to the Security page.

PAC options

PAC Manager

Allow Automatic PAC provisioning
I:‘ Prompt before acquiring a new PAC
I:‘ Prompt before replacing a PAC

Anonyrous EAP-FAST Name

anonymous

To set advanced security features

savanced

I:‘ Detect Rogue APs

Enable mixed cel

I:‘ Allove Fast roaming (CCEM)

I:‘ Enable Logging

Cancel
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* Check any of these options, then click OK.

Setting
Detect Rogue APs

Enable mixed cell

Allow fast roaming

(CCKM)

Enable Logging

Description

Wireless NICs and APs associate based on the SSID configured
for the NIC. Given an SSID, the BSSID with the strongest
signal is often chosen for association. After association, 802.1x
authentication may occur and during authentication credentials
to uniquely identify a user - these are passed between the NIC
and the AP.

Base 802.1x technology does not protect the network from
“rogue APs.” These can mimic a legitimate AP to authentication
protocols and user credentials. This provides illegal users ways to
mimic legitimate users and steal network resources and
compromise security.

Check this box to detect and report client behavior suspected of
being rogue APs. Once a rouge AP is detected, your CK61 no
longer associates with that AP until you perform a clean boot.
Clear this box to solve AP connection problems that result when
an AP gets put on the rogue list due to inadvertent failed
authentications, not because it is a real rogue.

Mixed cell is a profile-dependent setting. If enabled, using WED,
you can connect to access points that allow the optional use of
encryption.

When using a wireless LAN that uses Cisco Access Points, a
LEAP-enabled client device can roam from one access point to
another without involving the authentication (RADIUS) server.
If enabled, an access point configured to provide Wireless
Domain Services (WDS) takes the place of the RADIUS server
(caching credentials of an initial authentication with the
RADIUS server) and authenticates the client without
perceptible delay in voice or other time-sensitive applications.

Check this box to log what activity occurs for this profile.

Configuring Microsoft Security
The default security setting is Funk. If you want to use Microsoft security,
you need to select it as your security choice.
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To enable Microsoft Security

E 1 Select Start > Settings > the System tab > the Intermec Settings icon.
2 Tap (+) to expand Communications > 802.11 Radio > Security
Intermec .
Settings Choice.

3 Select “Microsoft Security” from the drop-down list.

4 Press Enter.

Data Collection -
Communications
% Device Name = WM_thinga2
--802.11 Radio
# Security Choice =

dicrosoft securty g
Mic Microsoft rity
FLrlFunk Sec
IP Settings
Certificates
+-Radio Bands
+-Ethernet Adapter
+-Bluetooth ||
+-LJDP Plus
Device Settings
SmartSysterns Information

F-[- -

A

File Edit Yiew Help| H =

5 Tap Yes or press Esc to clear the alert box, save your settings, then
perform a clean boot on the CK61. See “Resetting Your Computer” on
page 3 for more information.

Loading Certificates

If you choose to use Transport Layer Security (TLS) with WPA or 802.1x
security, you need to have a unique client certificate on the CK61 and a
trusted root certificate authority (CA) certificate. If you choose to use
PEAP, you need to load a root CA certificate. You can use a third-party CA
to issue unique client certificates and a root certificate.
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To load certificates

Certificates

Wireless Network

If your CA is on your WLAN, select Start > Settings > the System tab >
the Certificates icon > the Root tab to view certificate details.

To remove a certificate, press and hold a certificate, then select Delete.

Manage Certificates

Use rook certificates to positively identify root
certification authorities.

Issued By | Expires -
Intermec Technologie.., 7f3f2037
Intermec Technologies  12/31,/2039
Thawte Server CA 12§31/20
Thawte Premium Serv... 12/31/20 |
Secure Server Certific... 177710
httpf fwewewe valicert.c... 6/25/19
GTE CyberTrust Root 2/23f06
GTE CyberTrust Globa... 2/13/12

GlobalSign Root CA 1/28/14

Equifax Secure Certific... 8/22/18 [

Tty + + fml | =i =N & R
Personal |

Your wireless adapter (network interface card) connects to wireless networks
of two types: infrastructure networks and ad-hoc networks.

Infrastructure networks get you onto your corporate network and the
internet. Using the 802.11b/g infrastructure mode, the CK61
establishes a wireless connection to an access point, linking you to the
rest of the network.

Ad-hoc networks are private networks shared between two or more
clients, even with no access point.

Each wireless network is assigned a name (or Service Set Identifier - SSID)
to allow multiple networks to exist in the same area without infringement.

Intermec recommends using security measures with wireless networks to
prevent unauthorized access to your network and to ensure your privacy of
transmitted data. Authentication (cryptographically protected) by both the
network and the user, transmitted data, and encryption are required
elements for secure networks. Schemes are available to implement the
features.

SmartSystems™ Foundation

Use the SmartSystems Foundation (www.intermec.com/SmartSystems) to
configure and manage your network. You can also contact your Intermec
representative for support.
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164

%
Intermec
Settings

This tool, available as a free download from Intermec, includes a
management console that provides a default method to configure and
manage Intermec devices “out-of-the-box,” without the purchase of
additional software licenses. This is for anyone who must configure and
deploy multiple devices or manage multiple licenses.

Use the Intermec Settings applet to do device configuration settings within
the SmartSystems Foundation. Information about the Intermec Settings
applet is in the Intermec Computer Command Reference Manual (PIN
073529) available online at www.intermec.com.

Information about the SmartSystems Foundation is available as an online
help within the SmartSystems Console application. Select SmartSystems >
Help in the console to access the manual.

To view SmartSystems information

 Tap Start > Settings > the System tab > the Intermec Settings icon,
then tap to expand the SmartSystems Information option.

Communications
Device Settings
s Infarration
+-Ready-to-wWork
+- Identity
+- Administrator
+-Location
+-SmartSystems Core Messaging Server
10N Configuration
Printers

4] i 1D

File Edit Yiew Help| H =
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Physical and Environmental Specifications

168

Use this section to locate technical information about the CK61 and its

available features and options.

Physical Dimensions
Length:
Width:
Height:
Weight:

Hardware
Microprocessor:

Application Processor:

Memory:
Flash ROM:

Persistent Storage:

Removable Storage:

Keypad:

Operating System

22.2 cm (8.75")

9.0 cm (3.55")

5.3/3.6 cm (2.08"/1.4") at top of keypad
704 g (24.8 oz)

Intel XScale PXA272

520 MHz RAM

64 or 128 MB

64 MB

128 MB, provides onboard non-volatile
storage of applications and data

SDIO Card Slot, user-accessible
32-key with large numeric keys or
58-key with full alphanumeric keys;
both with LED backlighting

Microsoft Windows Mobile 5.0

Software

Development Environments: Embedded Visual C++ 4.0,

IDL:

Browser support:

Bar Code Scanning

NET Compact Framework (VB. NET, C#)

Integrates with leading development
environments; supports device-specific
features and bar code scanning

Internet Explorer 6-compatible

Options of Integrated 2D Area Imager or 1D & PDF417 Linear Imager
Supports all popular 1D and 2D symbologies including Australian Post,
British Post, Codabar, Codablock A, Codablock F, Code 11, Code 2 of 5,
Code 39, Code 93, Code 93i, Code 128, Datamatrix, Dutch Post, ISBT
128, Interleaved 2 of 5, Macro 2 of 5, Matrix 2 of 5, Maxicode, Micro

PDF417, MSI, PDF417, Planet, Plessey, Postnet, QR Code, RSS 14, RSS
Expanded, RSS Limited, Telepen, TLC39, UCC-EAN Composite Code,
UPC/EAN

Standard Communications

USB Host and Client, Ethernet 10/100 Base-T, Bluetooth Class 1, V2.0 +
EDR, RS232 Serial, IrDA 1.1
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Wireless LAN

Standards Compliant:

Data Rates:

Radio Power Output:

Security:

Certifications:

Device Management
SmartSystems™ Support:

Power Specifications
Operating:

Backup:

Electrical Specifications
External Charge Power:

Environment
Operating temperature:
Storage temperature:
Humidity:

Electrostatic Discharge:

Rain and Dust Resistance:

Drop Survival:
concrete

Screen Specifications

Appendix A — Specifications

IEEE 802.11g (2.4 GHz - OFDM),
IEEE 802.11b (2.4 GHz - DSSS),
EEE 802.11a (5.0 GHz - OFDM)

Up to 54 Mbps for 802.11g,
Up to 11 Mbps for 802.11b,
Up to 54 Mbps for 802.11a
50 mW

WEP, WPA, 802.11i, 802.1x, (EAP-TLS,
TTLS, LEAP, PEAP)

Wi-Fi, WPA2, Cisco Compatible
Extensions V2

Centralized remote support capability;
configures, updates, and maintains single
devices or entire populations;

real-time or batch, wired or wireless.

Based on Wavelink Avalanche™ with
Intermec value added utilities.

Removable, rechargeable Lilon

battery pack;7.2 'V, 2400 mAh

(17.3 Watt-hours); battery life is
application-dependent; recharging cycle is 4
hours or less

Super capacitor supplies 10 minutes bridge
time while replacing the main battery

11 t0 28 VDC @ 1.5 A max. (18 W max.)

- 20° to 50°C (-4° to 122°F)

- 30° to 70°C (-22° to 158°F)

5% to 95% noncondensing

+ 8kV Contact Discharge; +15kV Discharge
I P64 compliant

Multiple 6 ft (1.8 m) drops to steel or

Transflective TFT; QVGA Color with touch panel; 240x320 pixels;
9.7 cm (3.8") diagonal active area; 5-level LED backlight control with high

and low settings
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Regulatory Approvals
UL and cUL Listed, UL 60950 and UL 1604 and CSA 22.2 No. 157, FECC
Part 15, TUV, CE mark
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Index

Numerics Bluetooth
802.1x authentication Bluetooth Audio applet 125
Funk 150 connecting with remote devices 128
802.1x security discovering headsets 126
troubleshooting 112 intermec settings 127
A Wireless Printing applet 123
ActiveSync Bluetooth applet
ActiveSync Help 47 devices 99
adding programs 43 enabling for SF51 scanner 99
adding programs to Start menu 45 Bluetooth Audio applet
installing applications 84 Bluetooth 125
Windows Mobile 46 Browsing the Internet
Adding programs Internet Explorer Mobile 78
ActiveSync 43 C
to the Start menu 44 Calendar
via ActiveSync 45 all day events 49
via File Explorer 45 meetings
Windows Mobile 43 sending a request 53
Adjusting settings Pocket Outlook 47
Windows Mobile 42 Start menu icon 32
Ambient lighting 13 synchronizing 48
Applets Capacitor
Bluetooth 99 internal super 14
Bluetooth audio 125 Cisco Lightweight EAP 162
intemec settings Clean boot process 4
beeper volume 168 Cleaning the scanner window and CK61
intermec settings screen 115
Bluetooth 127 CompactFlash cards
funk security 147 installing applications 85
SF51 scanner information 101 Configuration parameters 101
wireless printing 123 Configuring security 146
area imager 9 Configuring the CK61
area imager, center decoding option 11 troubleshooting 111
area imager, scanning with near-far 10 Configuring the SF51 scanner 98
area imager, scanning with standard 10 Connecting to a mail server
Audio files via Messaging 67
Windows Media Player 75 Connections
AutoIP 135 to work
Avalanche 85 via VPN server 141
B via VPN server
Bar codes to work 141
troubleshooting 114 Conserving battery power 13
Battery Contacts
ambient lighting 13 changing options 61
Block recognizer creating 56
Windows Mobile input panel 35 deleting 60
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finding 60
Pocket Outlook 56
Start menu icon 32
Creating
a VPN server connection
to work 141
document via Word Mobile 69
workbook via Excel Mobile 72

D
Data transmission
troubleshooting 113
DHCP 135
DRAM
low battery shutdown 14

E
EAP-FAST
profile security information 163
WEP encryption 163
EAP-TLS 158
EAP-Tunneled TLS 159
EasySet
creating an SF51 connection label 99
scan bar code labels 101
Ethernet
iConnect 143
Excel Mobile
about 72
creating a workbook 72

F
Favorite links
Internet Explorer Mobile 76
File Explorer
adding programs to Start menu 45
removing programs 45
Windows Mobile 42
Flash File Store
packaging an application 83
From 84
Funk security 147
802.1x 150
selecting a profile 147
static WEP 151

G
Green shift plane 96

Index

H

Headsets
connecting 126
discovering 126

|
1Connect 143

disabling network communications 144

network support 143

ping test 146
IDL

Bluetooth Resource Kit 123
IDLs

Bluetooth 118

data collection 17

smartsystems 109

URL 22
Imager

configuration parameters 101
Imager settings

SF51 scanner 99
Input panel

block recognizer 35

keyboard 34

letter recognizer 36

selecting typed text 36

transcriber 36

Windows Mobile 32
Installing

secure digital cards 21
Installing applications

Avalanche 85

SmartSystems 86

using a storage card 85

using Secure Digital cards 85

with ActiveSync 84
Intermec Developer Library 17
Intermec settings

beeper volume 168
Intermec Settings applet

Bluetooth 127

Funk security 147

viewing SF51 information 101
Internal scanners

reading distances

EA106
EA117
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Index

EL10 8
ELI118
EV109
Internet Explorer Mobile
about 75
browsing the Internet 78
viewing mobile favorites and channels 78

K
Keyboard
Windows Mobile input panel 34
Keypad
registry entries 96
reprogramming 96

L
LEAP security
Microsoft 162
Letter recognizer
Windows Mobile input panel 36
Loading certificates 166
Microsoft 161

M
Meetings
Calendar
sending a request 53
via Calendar 47
Messaging
connecting to a mail server 67
Start menu icon 32
using My Text 41
Microsoft security 147
LEAP 162
PEAP 156
TLS 158
TTLS 159
MP3 files
Windows Media Player 75

N
Network adapters 143
Notes
Pocket Outlook 63
writing on the screen 37

(o]
Object Store

packaging an application 82
Operating the CK61

troubleshooting 111
Orange shift plane 96

P
Packaging an application
Flash File Store 83
Object Store 82
Persistent Storage Manager 82
Secure Digital storage cards 83
Patent information xiv
PEAP security
Microsoft 156
Ping test
iConnect 146
Pocket Internet Explorer
Start menu icon 32
Pocket Outlook 47
Calendar 47
PowerPoint Mobile
Windows Mobile 73
Programs, adding or removing
Windows Mobile 43
Protected EAP 156

R
Reader commands 102
Reading distances

EA106

EA117

EL10 8

EL118

EV109
Reading Distances, 2D area imager 12
Reading Distances, near-far area imager 12
Record button

recording a message 40
Registry entries 96
Registry settings

AutoCfg 135

Autolnterval 135

AutoIP/DHCP 135

DhcpRetryDialogue 135
Removing programs

Windows Mobile 43, 45
Reprogramming the keypad 96
Reset methods

clean boot 4
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preferred 4
secondary 4

Resource Kits
Bluetooth 123

Resource kits
Bluetooth 118
data collection 17
smartsystems 109
URL 22

S
Scanning bar codes
troubleshooting 114
Scheduling appointments and meetings
via Calendar 47
Secure Digital cards
installing 21
installing applications 85
packaging an application 83
using 21
Security
choosing between Funk and Microsoft
147
configuring 146
loading certificates 166
wireless network 167
Sending and receiving messages
via Messaging 65
Serial port transmission
troubleshooting 113
Settings applets
Bluetooth 99
Bluetooth audio 125
intermec settings
Bluetooth 127
funk security 147
SF51 scanner information 101
wireless printing 123
Setup Assistant
configuring with 92
SF51 scanner
configuring 98
creating a connection label 99
enabling Bluetooth
Bluetooth
enabling for SF51 scanner 99
imager settings 99

Index

viewing information from CK61 comput-
er 101

Shift planes 96
Side scan buttons, programming 19
SmartSystems 86
Speakers 22
Start Menu

adding programs 44

via ActiveSync 45
via File Explorer 45

Static WEP security

Funk 151
Status icons

Windows Mobile 31
Synchronize system time 93
Synchronizing

Calendar 48

favorite links 76

Tasks 63
System software updates 106
System time 93

T
Tasks
Start menu icon 32
synchronizing 63
TCP/IP client
DHCP server 135
Text messages
Windows Mobile 41
Time server 93
TLS security
Microsoft 158
Today screen
Windows Mobile 31
Tracking people
via Contacts 56
Transcriber
Windows Mobile input panel 36
Troubleshooting 111
802.1x security 112
bar code scanning 114
CK61 configuration 111
CK61 operation 111
serial port transmission 113
TTLS security
Microsoft 159
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Index

V)
Updating the system software 106
Upgrading the operating system 106

\')
Video files
Windows Media Player 75
Viewing mobile favorites and channels
Internet Explorer Mobile 78
VPN server
creating a connection
to work 141

w
Wavelink Avalanche 85
WEP encryption
EAP-FAST security method 163
Windows Media Player
Windows Mobile 75
Windows Media Player Mobile
Start menu icon 32
Windows Mobile
ActiveSync 46
basic skills 30
Calendar 47
command bar 32
Contacts 56
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